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DEPARTMENT OF COMPUTER SCIENCE AND BUSINESS SYSTEMS 

(Batch 2024-2028) 

 
VISION OF THE INSTITUTION 

● To Produce Globally Competitive Engineers with High Ethical Values and Social 

Responsibilities. 

 
MISSION OF THE INSTITUTION 

● To impart the highest quality state-of-the-art technical education by providing impetus 

to innovation, research, and development and empowering students with entrepreneurship 

skills. 

● To instill ethical values, imbibe a sense of social responsibility, and strive for societal 

well-being. 

● To identify the needs of society and offer sustainable solutions through outreach 

programs. 

 
DEPARTMENT OF COMPUTER SCIENCE AND BUSINESS SYSTEMS  

 
VISION OF THE DEPARTMENT 

● To produce industry ready professionals with information technology acquaintance 
and human values to contribute to the society at large 

 
MISSION OF THE DEPARTMENT 

● To develop and to promote student ability thereby to compete globally through 
excellence in education. 
● To inculcate varied skill sets that meets industry standards and to practice moral 
values. 
● To enrich high integrity to lead and to serve the society. 
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I. PROGRAMME EDUCATIONAL OBJECTIVES (PEOs) 

The following Programme Educational Objectives are designed based on the department 
mission. 

PEO 1 
Challenges in their profession through the application of theory and principles of 
computer engineering 

PEO 2 
Problem solving skills in computer science and business systems by applying 
mathematical, scientific, engineering and business fundamentals and to pursue 
higher studies. 

PEO 3 
Good scientific and engineering breadth to comprehend, analysis, design, and create 
novel products and solutions for the real-life problems 

PEO 4 

Possess professional and ethical attitude, effective communication skills, team 
working skills, multi-disciplinary approach, and an ability to relate engineering issues 
to broader social context with leadership qualities and progress through life-long 
learning. 

 
 

II. PROGRAMME OUTCOMES (POs) 

At the time of their graduation students of Computer Science and Business Systems 
Programme should be in possession of the following Programme Outcomes 

PO 1 

Engineering Knowledge: Apply knowledge of mathematics, natural science, 

computing, engineering fundamentals and an engineering specialization as specified 
in WK1 to WK4 respectively to develop to the solution of complex engineering 
problems. 

PO 2 
Problem Analysis: Identify, formulate, review research literature and analyze 

complex engineering problems reaching substantiated conclusions with consideration 
for sustainable development.  

PO 3 

Design/Development of Solutions: Design creative solutions for complex 

engineering problems and design/develop systems/components/processes to meet 
identified needs with consideration for the public health and safety, whole-life cost, 
net zero carbon, culture, society and environment as required.  

PO 4 
Conduct Investigations of Complex Problems: Conduct investigations of complex 

engineering problems using research-based knowledge including design of 
experiments, modelling, analysis & interpretation of data to provide valid conclusions.  

PO 5 
Engineering Tool Usage: Create, select and apply appropriate techniques, 

resources and modern engineering & IT tools, including prediction and modelling 
recognizing their limitations to solve complex engineering problems. 

PO 6 
The Engineer and The World: Analyze and evaluate societal and environmental 

aspects while solving complex engineering problems for its impact on sustainability 
with reference to economy, health, safety, legal framework, culture and environment. 

PO 7 
Ethics: Apply ethical principles and commit to professional ethics, human values, 

diversity and inclusion; adhere to national & international laws. 

PO 8 
Individual and Collaborative Team work: Function effectively as an individual, and 

as a member or leader in diverse/multi-disciplinary teams. 

PO 9 

Communication: Communicate effectively and inclusively within the engineering 
community and society at large, such as being able to comprehend and write effective 
reports and design documentation, make effective presentations considering cultural, 
language, and learning differences 



 

Sri Krishna College of Engineering and Technology Batch: 2024-2028 

 
 

 

4 Page B.TECH – Computer Science and Business Systems  

 

PO 10 

Project Management and Finance: Apply knowledge and understanding of 

engineering management principles and economic decision-making and apply these 
to one’s own work, as a member and leader in a team, and to manage projects and 
in multidisciplinary environments. 

PO 11 
Life-Long Learning: Recognize the need for, and have the preparation and ability 

for i) independent and life-long learning ii) adaptability to new and emerging 
technologies and iii) critical thinking in the broadest context of technological change. 

 
 
Knowledge and Attitude Profile (WK) 

WK1 A systematic, theory-based understanding of the natural sciences applicable to 
the discipline and awareness of relevant social sciences. 

WK2 Conceptually-based mathematics, numerical analysis, data analysis, statistics and 
formal aspects of computer and information science to support detailed analysis 
and modelling applicable to the discipline. 

WK3 A systematic, theory-based formulation of engineering fundamentals required in 
the engineering discipline. 

WK4 Engineering specialist knowledge that provides theoretical frameworks and bodies 
of knowledge for the accepted practice areas in the engineering discipline; much 
is at the forefront of the discipline. 

WK5 Knowledge, including efficient resource use, environmental impacts, whole-life 
cost, re-use of resources, net zero carbon, and similar concepts, that supports 
engineering design and operations in a practice area. 

WK6 Knowledge of engineering practice (technology) in the practice areas in the 
engineering discipline. 

WK7 Knowledge of the role of engineering in society and identified issues in engineering 
practice in the discipline, such as the professional responsibility of an engineer to 
public safety and sustainable development. 

WK8 Engagement with selected knowledge in the current research literature of the 
discipline, awareness of the power of critical thinking and creative approaches to 
evaluate emerging issues. 

WK9 Ethics, inclusive behavior and conduct. Knowledge of professional ethics, 
responsibilities, and norms of engineering practice. Awareness of the need for 
diversity by reason of ethnicity, gender, age, physical ability etc. with mutual 
understanding and respect, and of inclusive attitudes. 

 

 

III. PROGRAMME SPECIFIC OUTCOMES (PSOs) 

The Graduates of B.TECH Computer Science and Business Systems  programme will be able 
to: 

PSO 1 
Enriched knowledge in aiding academic excellence to adopt to changing demands 
in the cutting-edge technology. 

PSO 2 
Design varied solutions for real time problems with critical thinking and implement 
them by using modern software tools with reasoning in lieu of deploying them in the 
society towards beneficial grounds 
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PSO 3 
Knowledge of mathematics, science, business systems fundamentals, and an 
engineering specialization to the solution of complex engineering problems 

 
 
 

IV. MAPPING OF PEOs WITH POs and PSOs 

PEO POs PSO 

 
P
O 
1 

P
O 
2 

PO 
3 

PO 
4 

PO 
5 

PO 
6 

PO 
7 

PO 
8 

PO 
9 

PO 
10 

PO 
11 1 2 3 

1 3 3 3 3 3 2 2 2 2 3 3 3 3 3 

2 3 3 3 3 3 2 2 2 3 3 3 3 3 3 

3 3 3 3 3 3 3 2 2 2 3 3 3 3 3 

4 2 3 3 3 3 3 3 3 3 3 3 2 3 3 

 1- low, 2 - medium, 3 - high, ‘-' - no correlation 

 
 
 

V. MAPPING OF PEOs WITH PSOs 

 

 PSO 1 PSO 2 PSO 3 

PEO 1 3 3 3 

PEO 2 3 3 3 

PEO 3 3 3 3 

PEO 4 2 3 3 
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AUTONOMOUS CURRICULAM AND SYLLABI 
 

Regulations 2024 

 
 

SEMESTER I 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG 

Mapping 

Theory (Internal 40 Marks & External 60 Marks)  

1 23MA102 
Discrete Mathematics for Computer 
Science 

3 / 1 / 0 4 4 4,8,9 

2 23MA103 Probability and Statistics 3 / 1 / 0 4 4 4,8 

Theory with Practical 
(Internal 50 Marks & External 50 Marks) 

 

3 23PH103 Physics for Computing Science 3 / 0 / 2 5 4 
3, 4, 7, 9, 
11, 12, 
13, 16 

4 23EN102 
Business Communication  

and Value Science I 
2 / 0 / 2 4 3 4, 8, 9, 16 

5 23EE112 Principles of Electrical Engineering 3 / 0 / 2 5 4 4,8,9 

6 23CB101 Computer Programming 1 / 0 / 4 5 3 4,8,9 

Indian Knowledge System - Blended Learning  

( Internal 100 Marks) 

 

7 23TA101 Heritage of Tamils 1 / 0 / 0 1 1 4,11,16 

Mandatory Course (Internal 100 Marks)  

8 23MC101 Induction Programme 0 
3,4,5,10,1

6 

TOTAL 28 23  

 

SEMESTER II 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 

Theory (Internal 40 Marks & External 60 Marks)  

1 23MA202 Linear Algebra 3 / 1 / 0 4 4 4,8,9 

2 23EN201 
Business Communication 
and Value Science II 

2 / 1 /0 3 3 
4,5, 8, 16 

3 23MG211 Fundamentals of Economics 3 / 0 / 0 3 3 3,4,5,8,9,17 
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Theory with Practical 
(Internal 50 Marks & External 50 Marks) 

 

4 23CBC01 Data Structures 1 / 0 / 4 5 3 4,9 

5 23EC211 
Principles of Electronics 

Engineering 
3 / 0 / 2 5 4 

4,7,9 

6 23MA203 
Statistical Methods and 
Modeling 

3 / 0 / 2 5 4 4,8,17 

Indian Knowledge System - Blended Learning  

(Internal 100 Marks) 

 

7 23TA201 Tamils and Technology  1 / 0 / 0 1 1 4,11,16 

Mandatory Course-Blended Learning  

(Internal 100 Marks) 

 

8 23MC102 Environmental Sciences 1 / 0 / 0 1 0 3,4,5,6,7,8,11,13,15,16 

TOTAL 27 22  

 

SEMESTER III 

S. No. Course Code Courses L/T/P 
Total 
Hours 

Credits 
SDG 

Mapping 

Theory (Internal 40 Marks & External 60 Marks)  

1 23GE301 Universal Human Values 3 / 0 / 0 3 3 3,4,5,8,16 

2 23IT302 Modern Computer Architecture 3 / 1 / 0 4 4 4,8,9 

Theory with Practical 
(Internal 50 Marks & External 50 Marks) 

 

3 23MA304 
Computational Statistics Using 
Python 

3 / 0 / 2 5 4 
4,8,9 

4 23IT303 
Relational Database 
Management 

3 / 0 / 2 5 4 
4, 9 

5 23CS303 Algorithm Design Techniques 3 / 0 / 2 5 4 4, 9 

6 23CY201 Programming in Java 1 / 0 / 4 5 3 4,8,9 

Spoken Language (Internal 100 Marks)  

7 23SLC01 Multilingual Practices 0 / 0 / 2 2 1 4,11,16 

TOTAL 29 23  

 
 

SEMESTER IV 
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S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 

Theory (Internal 40 Marks & External 60 Marks)  

1 23CB401 

Introduction to Innovation, IP 

Management and 

Entrepreneurship 

3 / 0 / 0 3 3 

4, 8, 9, 16 

2 23EN401 
Business Communication 
and Value Science III 

3 / 0 / 0 3 3 
4, 8, 9, 16 

Theory with Practical 
(Internal 50 Marks & External 50 Marks) 

 

3 23ITC02 Data Communication and 
Networks 

2 / 0 / 2 4 3 4,9,11 

4 23CY202 Operating Systems 3 / 0 / 2 5 4 4, 9 

5 23CB402 Software Engineering 2 / 0 / 2 4 3 4, 9 

Practical (Internal 60 Marks & External 40 Marks)  

6 
23ME305 Design Thinking and Idea 

Lab 
0 / 0 / 2 2 1 4, 9, 11, 12 

7 23CS304 Frontend Frameworks 0 / 0 / 4 4 2 4,9 

8 23CS401 Backend Frameworks 0 / 0 / 4 4 2 4,9 

Mandatory Course-Blended Learning  

(Internal 100 Marks) 

 

9 23MCXXX Indian Constitution 1 / 0 / 0 1 0 3,4,5,6,7,8,11,13,
15,16 

TOTAL 30 21  

 
 

SEMESTER V 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 

Theory with Practical 
(Internal 50 Marks & External 50 Marks) 

1  Professional Elective – I 2/0/2 4 3  

2  Professional Elective – II 2/0/2 4 3  

3 23CSC02 Machine Learning 
Techniques 

2 / 0 / 2 4 3 
4,9 

4 23ADC01 Artificial Intelligence and 
Its Application 

2 / 0 / 2 4 3 
4,9,11 
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5 23CB501 Software Design with UML 2 / 0 / 2 4 3 
4,9,11 

Practical (Internal 60 Marks & External 40 Marks)  

6 23CS505 
Cloud Infrastructure and 
Services Management 

0 / 0 / 4 4 2 

4,9 

Mini Project (Internal 100 Marks)  

7 23CS503 Application Development 0 / 0 / 6 6 3 3,4,8,9 

TOTAL 30 20  

 
 
 
 

SEMESTER VI 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 

Theory (Internal 40 Marks & External 60 Marks)  

1 23EN603 
Business Communication 
and Value Science IV 

3 / 0 / 0 3 3 
4, 8, 9, 16 

Theory with Practicals 
(Internal 50 Marks & External 50 Marks) 

2  Professional Elective - III 2 / 0 / 2 4 3 - 

3  Professional Elective - IV 2 / 0 / 2 4 3 3,4,5,8,9,17 

4 23CB601 Applied Business Analytics 3/0/2 3 4 60/40  

5 23MA601 Operations Research 2 / 0 / 2 4 3 4,8,9 

6 
23CBXX Open / Emerging/ Industrial 

Elective- I 
3 / 0 / 0 3 3 

- 

Mini Project (Internal 100 Marks) 
 

7 23CS604 Prototype Lab 0 / 0 / 2 2 1 4,8,9,17 

TOTAL 23 20  

 

SEMESTER VII 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 
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Theory (Internal 40 Marks & External 60 Marks)  

1 23CB602 Data Analytics and 
Visualization 

2 / 0 / 2 4 3 
4,9 

2 
23CBXX Open / Emerging/ 

Industrial Elective- II 
3 / 0 / 0 3 3 

- 

3 
23CBXX Open / Emerging/ 

Industrial Elective- III 
3 / 0 / 0 3 3 

- 

Theory with Practicals 
(Internal 50 Marks & External 50 Marks) 

4 23CBXX Professional Elective - III 2/0/2 4 3 - 

5 23CBXX Professional Elective - IV 2/0/2 4 3 - 

6 23CBXX Professional Elective - V 2/0/2 4 3 - 

Project(Internal 60 Marks & External 40 Marks)  

7 23CB701 Project  - I 0 / 0 / 6 6 3 4,9,17 

Internship (Internal 100 Marks)  

8 23CB702 
Employment Enhancement Skills 
(Internship) 

28 Days 
2 8,12,17 

TOTAL 28 23  

 
 

SEMESTER VIII 

S. No. 
Course 
Code 

Courses L/T/P 
Total 
Hours 

Credits 
SDG Mapping 

Project   

1 23CB801 Project  - II 0 / 0 / 24  24 12 
4,9,17 

TOTAL 24 12  

 

SCHEME OF CREDIT DISTRIBUTION – SUMMARY 

Sl. 

No. 
Stream 

Credits/Semester 
C 

% 

I II III IV V VI VII VIII  

1 
Humanities & Social 
Sciences Including 
Management (HSMC) 

4 7 4 6   3     24 
14.6% 
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2 Basic Sciences (BSC) 
1

2 

4             16 
9.75% 

3 Engineering Sciences 
(ESC) 

7 4 3 1         15 9.1% 

4 Professional Core (PCC)   7 16 14 18 9     64 39.02% 

5 Professional Electives 
(PEC) 

          3 12   15 9.14% 

6 Open/Emerging/Industry  
(OEC) 

          3 6   9 5.48% 

7 Project Work (PROJ)         3 1 5 12 21 12.8% 

8. Mandatory Course (MC) / 
Spoken Hindi 

                0 0 

Total         164  

 
 
 

 

STRUCTURE FOR UNDERGRADUATE ENGINEERING PROGRAM 

S. 
No. 

Course Work - Subject Area 
AICTE 

Suggested 
Credits 

SKCET 
Credits  
(XXX) 

1. 
Humanities and Social Sciences (HS), including 
Management; 

16 
24 

2. 
Basic Sciences (BS) including Mathematics, Physics, 
Chemistry, Biology; 

23 
16 

3. 

Engineering Sciences (ES), including Materials, Workshop, 
Drawing, Basics of 
Electrical/Electronics/Mechanical/Computer Engineering, 
Instrumentation; 

29 

15 

4. 
Professional Subjects-Core (PC), relevant to the chosen 
specialization/branch; (May be split into Hard (no choice) and 
Soft (with choice), if required 

59 
64 

5. 
Professional Subjects – Electives (PE), relevant to the 
chosen specialization/ branch; 

12 
15 

6. 
Open Subjects- Electives (OE), from other technical and/or 
emerging subject areas;  

9 
9 

7. 
Project Work, Seminar and/or Internship in Industry or 
elsewhere. 

15 
21 

8. Mandatory Courses (MC)  Non-credit 1 

Total 163x`x 164 

*Minor Variations is allowed as per need of the respective disciplines 
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HUMANITIES & SOCIAL SCIENCES INCLUDING MANAGEMENT (24 Credits) 

SL. 
No.  

Course 
Code 

Course Title L/T/P 

Conta
ct 

hrs./
Wk. 

C 
SDG 

Mapping 

1 23EN102 
Business Communication 
and Value Science I 

2 / 0 / 2 4 3 4, 8, 9, 16 

2 23TA101 Heritage of Tamils 1 / 0 / 0 1 1 
2, 7, 9, 12, 

15, 16 

3 23EN201 
Business Communication 
and Value Science II 

2 / 1 / 0 3 3 4, 8, 9, 16 

4 23TA201 Tamils and Technology 1 / 0 / 0 1 1 
2, 7, 9, 11, 

12, 15, 17 

5 23GE301 Universal Human Values 3 / 0 / 0 3 3 3,4,5,8,16 

6 23EN401 
Business Communication and Value 
Science III 

3 / 0 / 0 3 3 4, 8, 9, 16 

7 23CB601 
Introduction to Innovation, IP Management 
and Entrepreneurship 

3 / 0 / 0 3 3 3,4,5,8,9,17 

8 23MG211 Fundamentals of Economics 3 / 0 / 0 3 3 3,4,5,8,9,17 

9 23EN601 
Business Communication and Value 
Science IV 

3 / 0 / 0 3 3 4, 8, 9, 16 

 
 

BASIC SCIENCE COURSES (16 Credits) 

SL. 
No.  

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk

. 
C 

SDG 
Mapping 

1 23MA104 
Discrete Mathematics for Computer 
Science 

3 / 1 / 0 4 4 4,8,9 

2 23MA103 Probability and Statistics 3 / 1 / 0 4 4 4,8,9 

3 23PH103 Physics for Computing Science 3 / 0 / 2 5 4 
3, 4, 7, 9, 
11, 12, 13, 

16 

4 23MA202 Linear Algebra 3 / 1 / 0 4 4 4,8,9 

 
 
 

ENGINEERING SCIENCE COURSES (15 Credits) 

SL. 
No. 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk. 

C 
SDG 

Mapping 

1 23CS101 Computer  Programming 1 / 0 / 4 5 3 4,8,9 

2 23EE112 Principles of Electrical  Engineering 3 / 0 / 2 5 4 4,7,9 
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3 23ME305 Design Thinking and Idea Lab 0 / 0 / 2 2 1 4, 9, 11, 12 

4 23CY201 Programming in Java 1 / 0 / 4 5 3 4,8,9 

 
 

PROFESSIONAL CORE COURSES (64 Credits) 

SL.  
No. 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk

. 
C 

SDG 
Mapping 

1 23CB201 Data Structures 
3 / 0 / 

2 
5 4 

4,9 

2 23IT302 Modern Computer Architecture 
3 / 1 / 

0 
4 4 

4,8,9 

3 23IT302 Relational Database Management 
3 / 0 / 

2 
5 4 

4, 9 

4 23CS303 Algorithm Design Techniques 
3 / 0 / 

2 
5 4 

4, 9 

5 23ITC02 Data Communication and Networks 
2 / 0 / 

2 
4 3 

4,9,11 

6 23CY202 Operating Systems 
3 / 0 / 

2 
5 4 

4, 9 

7 23CB402 Software Engineering 
2 / 0 / 

2 
4 3 

4, 9 

8 23CS304 Frontend Frameworks 
0 / 0 / 

4 
4 2 

4,9 

9 23CS401 Backend Frameworks 
0 / 0 / 

4 
4 2 

4,9 

10 23IT401 Formal Languages and Automata Theory 
3 / 1 / 

0 
4 4 

4,8,9 

11 23CYC01 Cybersecurity Essentials 
3 / 0 / 

0 
3 3 

4,9 

12 23CSC02 Machine Learning Techniques 
2 / 0 / 

2 
4 3 

4,9 

13 23ADC01 Artificial Intelligence and Its Application 
2 / 0 / 

2 
4 3 

4,9,11 

14 23CB501 Software Design with UML 
2 / 0 / 

2 
4 3 

4,9,11 

15 23CB601 Information Security 
3 / 0 / 

0 
3 3 

4,9 

16 23CB602 Data Analytics and Visualization 
2 / 0 / 

2 
4 3 

4,9 
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PROFESSIONAL ELECTIVE COURSES (18 Credits) 

S. No. 
Course 

Code 
Course Title L/T/P 

Contact 

hrs./Wk. 
C 

Ext/ 

Int 
Cat. 

ELECTIVE STREAM I – MACHINE LEARNING ENGINEERING 

1 23AD902 
Exploratory Data Analysis (EDA) using 

Python 
2/0/2 4 3 50/50 PEC 

2 23AD905 
Statistical Methods and Basic Machine 

Learning Models 
2/0/2 4 3 50/50 

PEC 

3 23IT901 Advanced ML Techniques 2/0/2 4 3 50/50 PEC 

4 23IT902 NLP 2/0/2 4 3 50/50 PEC 

5 23IT903 Computer Vision 1/0/4 5 3 50/50 PEC 

6 23AD906 
GenAI Advanced Prompt Engineering & 

LLMs 
1/0/4 5 3 50/50 

PEC 

ELECTIVE STREAM II - DATA ANALYST WITH ML ESSENTIALS 

1 23AD901 Data Storytelling and Visualization 2/0/2 4 3 50/50 PEC 

2 
 

23AD902 

Exploratory Data Analysis (EDA) using 

Python 
2/0/2 4 3 50/50 

PEC 

3 
 

23AD903 

Problem solving with Analytical & Design 

Thinking 
2/0/2 4 3 50/50 

PEC 

4 23AD904 PowerBI 2/0/2 4 3 50/50 PEC 

5 
 

23AD905 

Statistical Methods and Machine Learning 

Models 
2/0/2 4 3 50/50 

PEC 

6 
 

23AD906 

GenAI Advanced Prompt Engineering & 

LLMs 
1/0/4 5 3 50/50 

PEC 

ELECTIVE STREAM III - CLOUD IT ADMINISTRATION 

1 
 

23CS901 

Implementing and Administering Enterprise 

Networks 
2/0/2 4 3 50/50 PEC 

2 23CS902 Linux System Administration 2/0/2 4 3 50/50 PEC 

3 23CS903 Information Security Systems 2/0/2 4 3 50/50 PEC 

4 23CS904 Low-Code No-Code Application Building 2/0/2 4 3 50/50 PEC 
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5 23CS905 Virtualization, Cloud Computing and SysOps 1/0/4 5 3 50/50 PEC 

6 
 

23CS906 

Continuous Monitoring and Observability 

(AWS) 
1/0/4 5 3 50/50 

PEC 

ELECTIVE STREAM IV – CYBER SECURITY 

1 23CS901 
Implementing and Administering Enterprise 

Networks 
2/0/2 4 3 50/50 PEC 

2 23CS902 Linux System Administration 2/0/2 4 3 50/50 PEC 

3 23CS903 Information Security Systems 2/0/2 4 3 50/50 PEC 

4 23CY901 
Cloud Computing and Containerized Virtual 

Infrastructure 
2/0/2 4 3 50/50 PEC 

5 23CY902 Penetration Testing 1/0/4 5 3 50/50 PEC 

6 23CY903 Security Operations of Information systems 1/0/4 5 3 50/50 PEC 

ELECTIVE STREAM V – FULL STACK SOFTWARE DEVELOPMENT (for Minor) 

1 23CS911 
Managing and Querying Database 

(RDBMS) MySQL / Postgre SQL 
2/0/2 4 3 50/50 PEC 

2 23CS912 
Java / Python: Object-Oriented 

Programming 
2/0/2 4 3 50/50 PEC 

3 23IT911 Web Development and UI/UX Essentials 2/0/2 4 3 50/50 PEC 

4 23IT912 Build Single-Page Applications using React 2/0/2 4 3 50/50 PEC 

5 23IT913 
Build Back-end Application using Spring 

Boot / FAST API 
1/0/4 5 3 50/50 PEC 

6 23AD906 
GenAI Advanced Prompt Engineering & 

LLMs 
1/0/4 5 3 50/50 PEC 
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OPEN/ EMERGING/ INDUSTRY  

SL. 
No. 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk. 

C 
SDG 

Mapping 

1 23CB001 Foundation to Business Systems 3/0/0 3 3 4,9 

2 23CB002 Risk Analytics 3/0/0 3 3 4,9 

3 23CB003 Financial Modeling 3/0/0 3 3 4,9 

4 23CB004 Business Analytics 3/0/0 3 3 4,9 

5 
23CB005 Intellectual Property and 

Entrepreneurship 
3/0/0 3 3 

4,9 

6 
23CB006 Security Governance, Risk, and 

compliance 
3/0/0 3 3 

4,9 

 
 
 

PROJECT WORK (23 Credits) 

SL. 
No. 

Course 
Code 

Course Title L/T/P 

Contac
t 

hrs./W
k. 

C 

1 23CS503 Application Development 0 / 0 / 6 6 3  

2 23CS604 Prototype Lab 0 / 0 / 2 2 1 

3 23CB701 Project  I 0 / 0 / 6 6 3 

4 23CB702 
Employment Enhancement Skills 
(Internship) 

28 Days 2 2 

5 23CB801 Project Phase II 0 / 0 / 24  24 12 

 
 
 
 
 
 
 
 

 
 



 

 

 

 

PROFESSIONAL ELECTIVE COURSES: VERTICALS 

Vertical I - ML 
Engineer 

Vertical II - 

Data Analyst with ML 
Essentials 

Vertical III - Cloud IT 
Administrator 

Vertical IV - Cybersecurity 
Analyst 

Vertical V – 

Full Stack Software 
Engineer (Minor) 

 

Exploratory Data Analysis 
(EDA) using Python 

 

Data Storytelling and 
Visualization 

Implementing and 
Administering Enterprise 
Networks 

Implementing and 
Administering Enterprise 
Networks 

Managing and Querying 
Database (RDBMS) MySQL 
/ Postgre SQL 

Statistical Methods and 
Basic Machine Learning 
Models 

Exploratory Data Analysis 
(EDA) using Python 

Linux System Administration Linux System Administration Java / Python: Object- 
Oriented Programming 

 

Advanced ML Techniques 
Problem solving with 
Analytical & Design 
Thinking 

Information Security 
Systems 

Information Security 
Systems 

Web Development and 
UI/UX Essentials 

 

NLP 

 

PowerBI 
Low-Code No-Code 
Application Building 

Cloud Computing and 
Containerized Virtual 
Infrastructure 

Build Single-Page 
Applications using React 

 

Computer Vision 

 

Statistical Methods and 
Machine Learning Models 

 

Virtualization, Cloud 
Computing and SysOps 

 

Penetration Testing 
Build Back-end Application 
using Spring Boot / FAST 
API 

 

GenAI Advanced Prompt 
Engineering & LLMs 

 

GenAI Advanced Prompt 
Engineering & LLMs 

 

Continuous Monitoring and 
Observability (AWS) 

 

Security Operations of 
Information systems 

 

GenAI Advanced Prompt 
Engineering & LLMs 
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INTERN (02 Credits) 

SL. 
No. 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk. 

C 
SDG 

Mapping 

1 23CB702 
Employment Enhancement Skills 
(Internship) 

28 Days 2 8,12,17 

 
 

VALUE ADDED COURSES 
(Based on student’s interest) 

S. 
No 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk. 

C 
Sem 

1 23VA801 Amazon Web Services 1 / 0 / 0 1 1 III 

2 23VA802 Industry 4.0 1 / 0 / 0 1 1 IV 

3 
23VA803 Mobile Applications and 

Services 
1 / 0 / 0 1 1 V 

4 23VA804 React JS 1 / 0 / 0 1 1 VI 

5 23VA805 Spring Boot 1 / 0 / 0 1 1 VI 

 
 
 

MANDATORY COURSES (Non-Credits) 
(Courses conducted either by internal faculty or through MOOCs) 

SL. 
No. 

Course 
Code 

Course Title L/T/P 
Contact 
hrs./Wk. 

C 

1 23MC101 Induction Programme 0  

2 23MC102 Environmental Sciences 
1 / 0 / 

0 
1 0 

3 23MCC01 Indian Constitution 
1 / 0 / 

0 
1 0 

 
L: Lecture    T: Tutorial    P: Practical    C: Credit    O: Outside Class hours    Cat.: Category 
 

HSMC : Humanities and Social   

              Sciences including Management 

OEC : Open and Emerging Elective Courses 

BSC : Basic Science Courses PRJ : Project Work 

ESC : Engineering Science Courses INT : Internship 

PCC : Professional Core Courses MC : Mandatory Course 

PEC : Professional Elective Courses  

 
Definition of Credit:  
 

L – Lecture 1 Hr. Lecture (L) per week 1 credit 

T – Tutorial 1 Hr. Tutorial (T) per week 1 credit 

P - Practical/Practice (Project and Industry based Courses)  1 Hr. Practical (P) per week 0.5 credit 

 

 
 
 
 
 

 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
SEMESTER – III 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

23GE301 
UNIVERSAL HUMAN VALUES 

(Common to all branches) 
L T P C 

3 0 0 3 

 
COURSE OBJECTIVES 

 
1. Development of a holistic perspective based on self-exploration about themselves (human 

being), family, society and nature/existence. 

2.Understanding (or developing clarity) of the harmony in the human being, family, society and 

nature/existence. 

3.Strengthening of self-reflection. 

4.Development of commitment and courage to act. 

5.Helping the students to appreciate the essential complementarities between ‘VALUES’ and 

‘SKILLS’ to ensure sustained happiness and prosperity, which are the core aspirations of all 

human beings. 

6.Highlighting plausible implications of such a Holistic understanding in terms of ethical human 

conduct, trustful and mutually fulfilling human behaviour and mutually enriching interaction with 

Nature. 

Module 1: Course Introduction - Need, Basic Guidelines, Content and Process for Value 

Education, Understanding Harmony in the Human Being- Harmony in Myself!            10  

Self-evaluation of the students - Pre-test of UHV- Purpose and motivation for the course - Self-

exploration – Its content and process - A look at basic human Aspirations - Understanding 

Happiness and Prosperity correctly - Understanding the needs of Self(‘I’) and ‘Body’- 

Understanding the Body as an instrument of ‘I’(being the doer, seer and enjoyer) - 

Understanding the characteristics and activities of ‘I’ and harmony in ‘I’ - Understanding the 

harmony of I’ with the Body - Social activities – Waste Management - Water Conservation - Soil 

Pollution - Physical Health and related activities - Lectures by eminent persons - Literary 

activities. 

 
Module 2: Understanding Harmony in the Family and Society- Harmony in Human-Human 

Relationship, Understanding Harmony in the Nature and Existence-Whole existence as 

Coexistence           10  

 

Understanding values in human relationship - Understanding the harmony in the society (society 

being an extension of family): - Visualizing a universal harmonious order in society - 

Understanding the harmony in Nature.- Understanding Existence as Coexistence of mutually 

interacting units in all - pervasive space. Holistic perception of harmony at all levels of existence-

Buddy program - Relationships – Home sickness - Managing peer pressure - Projects - Socially 

responsible engineers 

- Visit to local areas (orphanages, special children) - Physical Activities (games).



 

 

Module 3: Implications of the  Holistic Understanding of Harmony on Professional 

Ethics            10  

Natural acceptance of human values - Definitiveness of Ethical Human Conduct - Basis for 

Humanistic Education-Humanistic Constitution and Humanistic Universal Order - Competence 

in professional ethics-Case studies of typical holistic technologies, management models and 

eco-friendly production systems - Strategy for transition from the present state to Universal 

Human Order-Sum up: Self- evaluation of the students - Post test of UHV. 

 
TOTAL PERIODS:30 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 

 
CO1 Understand and take responsibilities in life and handle problems to attain 

sustainable solutions while keeping human relationships and 
human nature in mind. 

[U] 

CO2 Apply responsibilities towards their commitments (human values, human 
relationship and human society). 

[AP] 

CO3 Apply what they have learnt to their own self indifferent day-to-day settings in 
real life, at least a beginning would be made in this direction. 

[AP] 

CO4 Analyze ethical and unethical practices, and formulate strategies to actualize 
aharmonious environment wherever they work. 

[A] 

CO5 Understand the harmony in nature and existence, and work out mutually on 
fulfilling participation in nature. 

[U] 

 
TEXT BOOKS: 

 
1. Human Values and Professional Ethics by R R Gaur, R Sangal, G P Bagaria, Excel Books, 
New Delhi, 2010 
 
REFERENCE BOOKS: 

1.Human Values, A.N. Tripathi, New Age Intl. Publishers, New Delhi, 2004. The Story 
of My Experiments with Truth –by Mohandas Karamchand Gandhi India Wins 
Freedom-Maulana Abdul Kalam Azad. 
 
WEB RESOURCES: 
1.https://examupdates.in/professional-ethics-and-human-values/ 
2.http://hvpe1.blogspot.com/2016/06/notes-human-values-and-professional.html 
3.https://www.yourmorals.org/schwartz.2006.basic%20human%20values.pdf 
   https://nptel.ac.in/courses/109/104/109104068/ 
4.https://medium.com/the-mission/the-12-important-life-skills-i-wish-id-learned-in- 
school-f4593b49445b 
5.https://www.thebalancecareers.com/life-skills-list-and-examples-4147222

http://hvpe1.blogspot.com/2016/06/notes-human-values-and-professional.html
https://www.yourmorals.org/schwartz.2006.basic%20human%20values.pdf
https://medium.com/the-mission/the-12-important-life-skills-i-wish-id-learned-in-
http://www.thebalancecareers.com/life-skills-list-and-examples-4147222


 

 

  

COURSE OBJECTIVES 

 
1. To understand the operations of digital computer systems and the significance of integrated   
           circuits  
2. To analyze the execution speed and performance of pipelining and superscalar techniques  
3. To synthesize performance optimization of multicore architectures and memory   
            technologies in advanced computing systems 
4. To familiarize the concepts of distributed computing systems and concurrency 
5. To analyze HPC architectures and design CUDA programs using threads, blocks, and  
           efficient GPU-CPU data handling 
 
INTRODUCTION TO FUNCTIONAL UNITS, BUS ORGANIZATION,  
HARDWIRED CONTROL                                                                                           20                                                   
                            

Functional units, Basic operational concepts, Bus structures, Instruction set - Memory locations 
and addresses - computer registers and instructions, timing and control, instructions cycle, memory 
reference instruction, I/O interruption -Multiplication of signed numbers, Fast multiplication, Integer 
division, Floating point numbers and operations. Fundamental concepts - Execution of a complete 
instruction – Multiple bus organization - Hardwired control – Micro and Nano programmed control. 
Use of CPUs, GPUs, FPGAs, and other accelerators in modern computing systems. Case study 
on mobile architectures (smartphones, tablets). 
 
PIPELINING AND SUPERSCALAR TECHNIQUE, MULTI-CORE ARCHITECTURE               20                     
 

Pipelining: Basic concepts - Data hazards - Instruction Hazards - Influence on Instruction sets - 
Data path and control consideration - Superscalar operation. Memory technologies, hierarchical 
memory systems, the locality principle and caching, direct-mapped caches, block size, cache 
conflicts, associative caches, write strategies, advanced optimisations, performance improvement 
techniques, DRAM – organisation, access techniques. Tiled Chip Multicore Processors (TCMP), 
Network on Chips (NoC), NoC router – architecture design. Relation to Parallel 
Multiprocessors/multicomputer Systems.  
 
DISTRIBUTED AND HIGH PERFORMANCE COMPUTING (HPC) WITH CUDA           20                    
 

Distributed and Concurrent Programs, Message Passing vs. Shared Memory Systems, 
Synchronous vs. Asynchronous Executions, Design Issues and Challenges, Distributed 
Computing Technologies, Clocks and Synchronization, Coordination and Agreement Algorithms, 
Global State and Distributed Transactions. HPC Architecture, Parallel Processing, Parallel Memory 
Models, Data vs. Task Parallelism, High Throughput Computing, Vectorization, Multithreading - 
CUDA programming model, Basic principles of CUDA programming, Concepts of threads and 
blocks 
 

 
TOTAL: 60 PERIODS 

 

23IT302 
SDG NO. 4,8,9 

MODERN COMPUTER ARCHITECTURE 
L T P C 

3 1 0 4 



 

 

 

 

 

 

 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 
 

CO1 
Outline the functional units, memory instructions and I/O interruptions of computer 
systems 

[U] 

CO2 
Evaluate the parallel processor performance using pipelining techniques. 

[AN] 

CO3 
Analyze the system performance using memory technologies, cache memories, 
multicore architectures and NoC routing architectures 

[AN] 

CO4 
Apply distributed computing and concurrency concepts to design efficient scalable 
systems 

[AP] 

CO5 
Apply parallel processing and CUDA programming to optimize HPC systems using 
threads, blocks, and GPU-CPU data exchange 

[AP] 

 
TEXTBOOKS 
 
1. Carl Hamacher, Zvonko Vranesic, Safwat Zaky, Naraig Manjikian, “Computer 

Organization”, McGraw- Hill, 6th Edition, 2017 

2. John L. Hennessy and David A. Patterson, “Computer Architecture: A Quantitative 
Approach”, Morgan Kaufmann, 6th Edition, 2017 
3. John P. Hayes, “Computer Architecture and Organization”, McGraw-Hill, 3rd Edition, 2017. 

 
REFERENCE BOOKS 
 
1. David A. Patterson and John L. Hennessy, “Computer Organization and Design: The 

Hardware/Software Interface”, Elsevier, 5th Edition, 2013. 

2. Flynn M. J., “Computer Architecture: Pipelined and Parallel Processor Design”, Narosa 
Publishing House, 2020. 
3. William Stallings, “Computer Organization and Architecture Designing for Performance”, 
11th Edition, Pearson Education, 2021. 
 

WEB RESOURCES 

1. https://www.cs.cmu.edu/~fp/courses/15213-s07/lectures/27-multicore.pdf 
2. https://fdocuments.in/document/intel-core-i7-processor.html 
3. https://www.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-
architectures-software-developer-instruction-set-reference-manual-325383.pdf 
4. https://www.coursera.org/learn/introduction-high-performance-computing#syllabus 
5. https://onlinecourses.nptel.ac.in/noc20_cs41/preview 
 

https://www.cs.cmu.edu/~fp/courses/15213-s07/lectures/27-multicore.pdf
https://fdocuments.in/document/intel-core-i7-processor.html
https://www.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-architectures-software-developer-instruction-set-reference-manual-325383.pdf
https://www.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-architectures-software-developer-instruction-set-reference-manual-325383.pdf
https://www.coursera.org/learn/introduction-high-performance-computing#syllabus


 

 

 

Course Objectives: 

1 To understand and gain the knowledge of linear regression models 
2 To learn the concept of testing hypotheses using statistical analysis  
3 To develop a sound understanding of current, modern computational statistical approaches 

and their application to a variety of datasets. 
4 To understand the key technologies in data science and business analytics. 
5 To effectively visualize the data using tools Matplotlib and Seaborn to communicate 

statistical findings. 

 

Course Contents: 

MULTIVARIATE NORMAL DISTRIBUTION AND REGRESSION MODEL             15 

Multivariate Normal Distribution: Multivariate Normal Distribution Functions, Conditional Distribution and 
its relation to regression model, Estimation of parameters-Multiple Linear Regression Model: Standard 
multiple regression models with emphasis on detection of collinearity, outliers, non-normality and 
autocorrelation, Validation of model assumptions-Multivariate Regression: Assumptions of Multivariate 
Regression Models, Parameter estimation, Multivariate Analysis of variance and covariance 
 
PRINCIPAL COMPONENT ANALYSIS AND CLUSTERING                                                              15 

Principal Component Analysis: Principal components, Algorithm for conducting principal component 
analysis, deciding on how many principal components to retain, H-plot. Factor Analysis: Factor analysis 
model, extracting common factors, determining number of factors. Clustering and Segmentation Analysis: 
Introduction, Types of clustering, Correlations and distances, clustering by partitioning methods, 
hierarchical clustering, overlapping clustering, K-Means Clustering-Profiling and Interpreting Clusters 

 
PYTHON DATA STRUCTURES, CLASSES, TIME SERIES AND VISUALIZATION                            15 

Python Concepts, Data Structures, Classes: Interpreter, Program Execution, Statements,Expressions, 
Flow Controls, Functions, Numeric Types, Sequences and Class Definition, Constructors, Text & Binary 
Files - Reading and Writing. Data Wrangling: Combining and Merging Datasets, Reshaping and Pivoting, 
Data Transformation, String Manipulation, Regular Expressions. Data Aggregation, Group Operations, and 
Time series: Group by Mechanics, Data Aggregation, GroupWise Operations and Transformations, Pivot 
Tables and Cross Tabulations, Time Series Basics, Data Ranges, Frequencies and Shifting Visualization 
in Python: Matplotlib package, Plotting Graphs, Controlling Graph, Adding Text, More Graph Types, Getting 
and setting values, Patches. 

       TOTAL PERIODS: 45 

 

Lab Exercises: 

1. Basic Python Programs 
2. Program using Branching Statements 
3. Program using String Operations 
4. Program using Functions 
5. Program on Lists 
6. Program on Tuples 
7. Programs on Sets and Dictionary 
8. Programs using Numpy Operations 
9. Programs Using Python Pandas 
10. Data Visualization in python using Matplotlib 

TOTAL PERIODS 30 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 

23MA304 COMPUTATIONAL STATISTICS USING PYTHON 
L T P C 

3 0 2 4 



 

 

CO1 Recognize multivariate normal distributions and understand their 
relevance in modeling complex datasets. 

[U] 

CO2 Use testing hypotheses in statistical analysis, estimators and time series 
analysis. 

[AP] 

CO3 Categorize datasets using modern computational statistical approaches. [U] 

CO4 Demonstrate original, non-trivial Python programs. [AP] 

CO5 Apply algorithms to build machine intelligence. [AP] 

 

TEXTBOOKS 

1. Anderson. T.W, “An Introduction to Multivariate Statistical Analysis”, Wiley, 3 rd Edition, 
2003. 

2. Jobson. J.D, “Applied Multivariate Data Analysis”, Vol I & II, Springer, 2012. 

3. Magnus Lie Hetland, “Beginning Python: From Novice to Professional”, A press, 
2ndEdition, 2008. 

4. Miller. I.R, Freund. J.E and Johnson. R, “Probability and Statistics for Engineers , Pearson 
Education, Asia, 9th Edition, 2016. 

 

REFERENCE BOOKS 

1. Stanley A Mulaik, “Foundations of Factor Analysis”,CRC Press, 2nd Edition, 2009 

2. Douglas C. Montogomery,Elizabeth A.Peck, G.Geoffrey Vining, “Introduction to Linear 
Regression Analysis”, Wiley,5th Edition,2012 

3. Wes Mc Kinney, “Python for Data Analysis”, O’Reilly, 2018 

4. Mark Lutz, “Programming Python”, Shroff Publishers, 3rd Edition, 2006 

5. Tim Hall and J-P Stacey, “Python 3 for Absolute Beginners”,Apress, 2009 

 

WEB RESOURCES 

1. https://www.edx.org/course/statistical-modeling-and-regression-analysis 
2. https://www.cin.ufpe.br/~embat/Python%20for%20Data%20Analysis.pdf 
3. https://www.kdnuggets.com/2016/07/statistical-data-analysis-python.html 
4. https://people.duke.edu/~ccc14/sta-663/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

https://www.edx.org/course/statistical-modeling-and-regression-analysis
https://www.cin.ufpe.br/~embat/Python%20for%20Data%20Analysis.pdf
https://www.kdnuggets.com/2016/07/statistical-data-analysis-python.html
https://people.duke.edu/~ccc14/sta-663/


 

 

23IT303 
SDG 

NO.3,4,8,9,16 
RELATIONAL DATABASE MANAGEMENT SYSTEM 3/0/2/4 

 

COURSE OBJECTIVES: 

 

1. Understand DBMS fundamentals and its advantages over file systems. 

2. Design ER diagrams and convert them into relational schemas. 

3. Write SQL queries using DDL, DML, DQL, and advanced SQL concepts like Joins, 
Views, and Subqueries. 

4. Apply normalization techniques to eliminate redundancy and ensure data integrity. 

5. 
Implement transaction management and concurrency control for efficient database 
performance. 
 

DBMS Basics and ER-Diagrams                        15  

 
Introduction to DBMS: Characteristics of DBMS, DBMS vs. File Systems, Need for DBMS. DBMS 
Architecture: Three-level DBMS Architecture, Data Models – Introduction, Benefits and Phases. Entity-
Relationship (ER) Diagram: Symbols, Components, Relationships, Weak Entities, Attributes, and 

Cardinality. Relational Algebra and Relational Calculus: Relational Algebra, Domain Relational Calculus, 
Tuple Relational Calculus. 

Relational Database Concepts and SQL Operations                         15  

 
Normalization: 1NF, 2NF, 3NF, BCNF, 4NF. Keys: Primary Key, Foreign Key. DDL Commands: Create, 
Drop, Alter, Truncate, Rename. DML Commands: Select, Insert, Update, Delete. DQL Commands: 
Any, All, In, Exists, Non-Exists, Union, Intersection. Clauses: Group By, Having. Aggregate Functions: 
SUM, COUNT, AVG, MIN, MAX. Sub-queries: Nested and Correlated Sub-queries. Joins: Inner, Outer, 
and Equi Joins. Views: Creation and Dropping of Views. Stored Procedures: Creation and Execution of 
Stored Procedures. Cursors: Opening, Fetching, and Closing of Cursors. Triggers: Creation, Insertion, 
Deletion, and Updation using Triggers. 
 
Transaction Management, Query Optimization, and UML Diagrams                      15  

 
Embedded and Dynamic SQL: Concepts and Applications. Transaction Concepts: Transaction Model, 
ACID Properties, Concurrency Control Protocols, Serializability. Storage Media and File Structures: B+ 
Tree, Hashing – Static and Dynamic. Query Processing and Optimization: Introduction to Query 
Processing, Issues in Query Optimization, Steps in Query Processing. Concurrency Control and 
Recovery System: Lock-based Protocols, Recovery System – Failure Classification. Data Security and 
Privacy - UML Diagrams for DBMS: Use Case Diagrams, Class Diagrams, Sequence Diagrams, Activity 
Diagrams. 

 
TOTAL: 45 PERIODS 

 

 



 

 

. 
LAB EXERCISES: 

1. Design ER diagrams and map them to a relational schema 

2. Implement SQL queries using DDL, DML, and DQL commands 

3. Develop queries using aggregate functions, nested and correlated sub-queries 

4. Implement Joins and create Views and Stored Procedures 

5. Normalize a database by applying 1NF, 2NF, 3NF, and BCNF 

6. Create and manage Indexing for query optimization 

7. Implement Transactions and apply Concurrency Control mechanisms 

8. Develop Triggers for automatic data handling 

9. Design and execute Embedded and Dynamic SQL queries 
10. Create UML diagrams to model database interactions and transactions 

 
TOTAL: 30 PERIODS 

 

COURSE OUTCOMES: 

CO1 
Illustrate the fundamental concepts of DBMS, Data Models, and Relational 
Algebra 

[U] 

CO2 
Develop an ER diagram and transform them into relational schemas 

[AP] 

CO3 Construct and execute SQL queries using DDL, DML, and DQL commands [AP] 

CO4 
Apply the principles of normalization, including 1NF, 2NF, 3NF, and BCNF, to 
design an efficient and logically structured relational database. 

[AP] 

CO5 

 

Examine database transactions, concurrency control mechanisms, and query 
optimization techniques. [AN] 

TEXT BOOKS: 

1. 
Abraham Silberschatz, Henry F. Korth, S. Sudarshan “Database System Concepts”, 7 th 
Edition, McGraw Hill, 2021. 

2. 
Ramez Elmasri, Shamkant B. Navathe, “Fundamentals of Database Systems”, 7 th 
Edition, Pearson publication, 2016. 

3. 
C.J. Date, “An Introduction to Database Systems”, 6th Edition, Pearson publication, 2004. 

4. 
Raghu Ramakrishnan, Johannes Gehrke, “Database Management Systems”, 3rd Edition, 
McGraw Hill, 2003. 

5. 
James R. Groff, Paul N. Weinberg, “SQL: The Complete Reference”, 3rd Edition, McGraw 
Hill, 2008. 

REFERENCE BOOKS: 

1. 
Jeffrey A. Hoffer, Ramesh Venkataraman, Heikki Topi “Modern Database 
Management”, Pearson, 2016.  

2. 
Hector Garcia-Molina, Jeffrey D. Ullman, Jennifer Widom “Database Systems: The 
Complete Book”, Pearson College Div, 2008. 

3. 
M. Tamer Özsu, Patrick Valduriez, “Principles of Distributed Database Systems”, 
Springer, 2019. 

4. 
Pramod J. Sadalage, Martin Fowler, “NoSQL Distilled: A Brief Guide to the Emerging 
World of Polyglot Persistence”, Addison-Wesley, 2012. 

5. 
Ralph Kimball, Margy Ross, “The Data Warehouse Toolkit: The Definitive Guide to 
Dimensional Modelling”, Wiley, 2013. 

 

 



 

 

 

 

WEB RESOURCES: 

1. www.tutorialspoint.com/dbms/ 

2. https://alison.com/courses/IT-Management-Software-and-Databases 

3. 
https://mva.microsoft.com/en-us/training-courses/database-fundamentals- 
8243?l=TEBiexJy_5904984 

4. http://www.sqlcourse.com/ 

5. https://www.udemy.com/database-management-system/ 

http://www.tutorialspoint.com/dbms/
https://alison.com/courses/IT-Management-Software-and
http://www.sqlcourse.com/
http://www.udemy.com/database-management-system/


 

 

 

23CS302 ALGORITHM DESIGN TECHNIQUES 
L T P C 

3 0 2 4 

 

COURSE OBJECTIVES 

1. To enable students to analyze the performance of algorithms mathematically and apply problem-

solving techniques effectively. 

2. To guide students in utilizing greedy techniques for solving optimization problems, including 

applications in pattern matching and palindrome identification. 

3.  To train students in designing solutions for constraint satisfaction problems using backtracking 

algorithms. 

4. To equip students with an in-depth understanding of advanced dynamic programming algorithms and 

their practical applications. 

5. To facilitate learning of graph algorithms and range query optimizations, helping students implement 

these techniques in real-world problem-solving scenarios. 

Module 1 ALGORITHM COMPLEXITY ANALYSIS & GREEDY APPROACH                                      15 

Time Complexity Analysis: Mathematical analysis of recursive and non-recursive algorithms, Master’s 

Theorem, Sieve of Sundaram. Recursion: Concept of recursion, base cases, and recursive problem-solving 

strategies. Greedy Algorithms: Activity Selection Problem, Fractional Knapsack. Industry Focus: 

Demonstration of built-in functions and optimization practices in C++.  

Module 2 STRING ALGORITHMS AND BACKTRACKING                                                  15 

String Algorithms: Naïve Pattern Matching, Rabin-Karp Algorithm, Z Algorithm, Knuth-Morris-Pratt (KMP) 

Algorithm, Manacher’s Algorithm for longest palindromic substring. Backtracking: Rat in a Maze, 

Permutation and Combination, N-Queen Problem. Knight's Tour Problem, Subset Sum, M-Coloring Problem, 

Hamiltonian Cycle Problem. Sudoku Solver, Prime Numbers after Prime P with Sum S. 

Module 3 DYNAMIC PROGRAMMING, GRAPH & RANGE QUERY ALGORITHMS             15                                

Dynamic Programming: Top-down and Bottom-up Approach, 0-1 Knapsack, Coin Change Problem, Subset 

Sum Problem, Minimum Cost Path. Longest Common Subsequence (LCS), Longest Increasing 

Subsequence (LIS), Longest Palindromic Subsequence. Graph Algorithms: Single Source Shortest Path 

Algorithm (Dijkstra’s Algorithm). All-Pairs Shortest Path (Floyd Warshall Algorithm). Minimum Spanning Tree 

(Prim’s and Kruskal’s Algorithm). Range Query Algorithms: Range Minimum Query (RMQ) - Brute Force 

Approach, RMQ Using Segment Tree, RMQ using Sparse Table.                                                               

TOTAL PERIODS (Theory): 45 

 

 

 

 

 

 



 

 

LIST OF EXPERIMENTS 

 

1. Implement time complexity analysis for recursive and non-recursive algorithms. 

2. Solve the Activity Selection Problem and Fractional Knapsack using the greedy approach. 

3. Implement Rabin-Karp and Knuth-Morris-Pratt (KMP) string matching algorithms. 

4. Solve backtracking problems: N-Queen, Knight’s Tour, Subset Sum, and Sudoku Solver. 

5. Implement dynamic programming algorithms: Longest Common Subsequence (LCS), 0-1 Knapsack, 

and Minimum Cost Path. 

6. Implement graph algorithms: Dijkstra’s Algorithm, Floyd-Warshall Algorithm, and Minimum Spanning 

Tree (MST). 

7. Solve Range Minimum Query problems using Segment Tree and Sparse Table. 

TOTAL PERIODS (Lab): 30 

 

TOTAL PERIODS: 75 

COURSE OUTCOMES 

CO1 Analyze the computational complexity of algorithms applied to real-world problem-solving [AN] 

CO2 
Implement greedy algorithms for solving optimization problems and string-matching 

algorithms for pattern searching. 
[AP] 

CO3 Solve constraint satisfaction problems using backtracking techniques. [AP] 

CO4 
Apply dynamic programming algorithms to real-world optimization and sequence-related 

challenges. 
[AP] 

CO5 
Assess the efficiency and applicability of graph algorithms and range query techniques for 

solving optimization problems 
[AN] 

TEXTBOOKS 

1. Thomas H. Cormen, Charles E. Leiserson, Ronald L. Rivest, and Clifford Stein, “Introduction to 

Algorithms”, 4th Edition, MIT Press, 2022. 

2. Jon Kleinberg and Eva Tardos, “Algorithm Design”, Pearson, 2022. 

REFERENCE BOOKS 

1. Anany Levitin, “Introduction to the Design and Analysis of Algorithms”, 3rd Edition, Pearson 

Education, 2017. 

2. Steven S. Skiena, “The Algorithm Design Manual”, 3rd Edition, Springer, 2020. 

3. Robert Sedgewick and Kevin Wayne, “Algorithms”, 4th Edition, Addison-Wesley, 2011. 

4. Aditya Bhargava, “Grokking Algorithms”, Manning Publications, 2016. 

WEB RESOURCES 

1. https://www.coursera.org/learn/cpsc-8400-design-and-analysis-of-algorithm 

2. https://ocw.mit.edu/courses/6-046j-design-and-analysis-of-algorithms-spring-2015/pages/syllabus/ 

3. https://onlinecourses.nptel.ac.in/noc25_cs23/preview 

4. https://www.codechef.com/learn/course/college-design-analysis-algorithms 

https://www.coursera.org/learn/cpsc-8400-design-and-analysis-of-algorithm
https://ocw.mit.edu/courses/6-046j-design-and-analysis-of-algorithms-spring-2015/pages/syllabus/
https://onlinecourses.nptel.ac.in/noc25_cs23/preview
https://www.codechef.com/learn/course/college-design-analysis-algorithms


 

 

23CY203  PROGRAMMING IN JAVA 
L T P C 

1 0 4 3 

 

COURSE OBJECTIVES 

1. To understand JavaBeans standards, class structure, static members, and fundamental Core Java 

constructs such as variables, data types, arrays, and strings. 

2. To apply conditional and control statements, access specifiers, and regular expressions for 

structured program flow and pattern-based logic implementation. 

3. To develop modular object-oriented programs using classes, encapsulation, inheritance, 

polymorphism, abstraction, and interfaces. 

4. To implement robust Java applications using exception handling, user-defined exceptions, 

assertions, and generics for secure and reusable code. 

5. To demonstrate practical knowledge of multithreading, JDBC operations, collections, and servlets for 

building concurrent, database-driven, and web-based applications. 

 

Module 1 OVERIVEW OF JAVA                                          5 

Overview of Java– Defining Classes in Java– Methods– Access Specifiers– Static Members–Java Doc  

Comments–JavaBean Standards- DataTypes-Wrapper Classes- Variables– Operators– Conditional 

Statements- Control Statements– Arrays- String– StringBuilder– StringBuffer. Streams– Instance Control 

Flow & Regular Expressions- Instance Block and Instance Flow Of Execution. Regular Expressions (RegEx), 

Pattern Matching.   

Module  2 OBJECT ORIENTED PROGRAMMING                                                    5 

Class and Object, Encapsulation, Keywords, Constructors: Introduction & Constructor Overloading, 

Inheritance Types of Inheritance, Up Casting, Down Casting, IS-A Relationship & HAS-A Relationship, 

Composition Vs Aggregation. Polymorphism: Method Overloading & Method Overriding. Abstraction & 

Interface: Abstract Methods and Abstract classes, Interfaces. Exception Handling- Exception Hierarchy, 

Multiple Exceptions In a Catch Block, Overriding Methods And Exception, User defined Exception. 

Module  3 SERVLET PROGRAMMING                      5 

The Assert Keyword, The Generics Framework, Collections: Set, List, Map & Tree, The Iterator Interface. 

Working with Hashtable Collection Threads: Threads, Basic Thread Control Methods, Multithreading. JDBC: 

Drivers, CURD operations, Database Connectivity. Servlets : Servlet Life Cycle, Servlet Request and 

Response, web.xml and its need, Servlet Configuration, Session Tracking. 

                                                                   

 

TOTAL (Theory): 15 PERIODS 

 

 

 

 



 

 

LIST OF EXPERIMENTS 

 

1. Basic Java programs using loops (Pattern Problems). 

2.  Implement a Java program to perform array and string operations. 

3.  Implementation of a student application using class and objects. 

4.  Implementation of date, numbers, currency, and tokenizing. 

5.  Implementation of encapsulation and inheritance. 

6.  Implementation of method overloading and overriding. 

7.  Implement a Java program using abstract classes and interfaces. 

8.  Programs using the collection interface. 

9. Implementation of multi-threading for generation of prime numbers and Fibonacci 

            series. 

10.  Program to handle multiple exceptions using try, catch, and finally blocks. 

11.  Implement a simple application using servlets. 

12.  Implement CRUD operations using JDBC. 

13.  Project:Console-based project with OOPS concepts 

TOTAL (Lab): 60 PERIODS 

TOTAL: 75 PERIODS 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 

C201.1 Develop the features of Core Java Paradigm. [AP] 

C201.2 Apply Looping Statements, Arrays, Strings in Real Time Environment. [AP] 

C201.3 Apply OOPS Concepts in the Real Time Applications. [AP] 

C201.4 
Apply the concepts of Exception Handling in real world applications 

 and usage of collection frameworks. 
[AP] 

C201.5 Develop Multithreaded Applications.. [AP] 

 

TEXTBOOKS 

1. Herbert Schildt, “Java: The Complete Reference”, 9th edition, Tata McGraw Hill, 2014. 

2. Kathy Sierra, “Head First Java: A Brain-Friendly Guide, 2nd Edition, Oreilly, 2009. 

3. Herbert Schildt, “Java A Beginner's Guide, Create, Compile and Run Java Programs Today”, 8th     

             edition,TataMcGrawHill,,2020. 

 

 

REFERENCE BOOKS 

1. Paul Deitel, Harvey Deitel, ”Java How To Program”, 10th Edition, Prentice Hall Publications, 2014. 

2. Y. Daniel Liang, ”Introduction to Java Programming”, 9th Edition, Prentice Hall Publications, 2015. 

3. Ed Roman, RIma Patel, Sriganesh, Gerald Brose, “Mastering Enterprise JavaBeans” 3rd edition, 

Wiley, 2005. 

WEB RESOURCES 



 

 

1. http://www.nptel.ac.in 
2. http://www.javaworld.com 
3. https://www.learnjavaonline.org/ 
4. https://www.codecademy.com/learn/learn-java 
5. https://www.coursera.org/courses?query=java 
6. https://www.tutorialspoint.com/java/index.htm 
 
 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

http://www.nptel.ac.in/
http://www.javaworld.com/
https://www.learnjavaonline.org/
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23CB401 INTRODUCTION TO INNOVATION, IP MANAGEMENT AND 

ENTREPRENEURSHIP 

3/0/0/3 

 
COURSE OBJECTIVES: 

1. To identify and discover market needs 
2. To manage an innovation program 

3. To create, protect, assetize and commercialize intellectual property 

4. Opportunities and challenges for entrepreneurs 

5. To Examine the role of innovation, incubation, and entrepreneurship within corporate 
contexts,including strategies for fostering innovation within organizations. 

 

 

MODULE I: Innovation               15  

A primer on Innovation, IP Rights and Entrepreneurship, Types of Innovation (incremental, disruptive, 

etc.), Lifecycle of Innovation (idea, literature survey, PoT, PoC, etc.), Challenges in Innovation (time, 

cost, data, infrastructure, etc.), co-innovation and open innovation (academia, start-ups and corporates) 

 
MODULE II: Intellectual Property Right               15  

Types of IPR (patents, copyrights, trademarks, GI, etc.), Lifecycle of IP (creation, protection, 

assetization, monetization), Balancing IP risks & rewards (Right Access and Right Use of Open Source 

and 3rd party products, technology transfer & licensing), IP valuation (methods, examples, limitations). 

 
MODULE Ill: Entrepreneurship                 15  

Opportunity identification in technology entrepreneurship (customer pain points, competitive context), 

Market research, segmentation & sizing, Product positioning & pricing, go-to-market strategy, Innovation 

assessment (examples, patentability analysis),. Startup business models (fund raising, market 

segments, channels, etc.), Innovation, Incubation & Entrepreneurship in Corporate Context, Technology-

driven Social Innovation & Entrepreneurship, Manage innovation, IP and Entrepreneurship Programs- 

Processes, Governance and Tools. 

 
Case study - A technology innovation that resulted in an IP portfolio which was commercialized by an 

entrepreneur. 

Total Periods: 45 
COURSE OUTCOMES: 

Upon completion of the course, students shall have ability to 

C401.1 Summarize the life cycle and types of innovation. [R] 

C401.2 Interpret the needs, benefits and procedure of filing an IPR.  [U] 

C401.3 Examine a business plan to ensure success of a start-up.  [AP] 

C401.4 
Devise an innovative idea, protect it through IPR and explore the scope of converting [A] 
it to a startup. 

 C401.5 Analyze the importance of design within the venture development process.                     [A] 

TEXT BOOKS: 

1. Clayton M. Christensen, The Innovator's Dilemma: When New Technologies Cause Great 
Firms to Fail, Crossing the Chasm, Harvard Business, 2023. 

2. Van Lindberg, Intellectual Property and Open Source: A Practical Guide to Protecting Code, 

O'Reilly, 2023. 

3. Saras D. Sarasvathy, Effectuation:  Elements of Entrepreneurial Expertise, 

Publishing Ltd, 2022. 

Edward Elgar 

 

 



 

 

REFERENCE BOOKS 

1. Carlota Perez, Technological Revolutions and Financial Capital: The Dynamics of Bubbles 
and Golden Ages, Edward Elgar Pub, 2003 

2. Richard Razgaitis,  Valuation and Deal making of Technology-Based Intellectual Property: 

Principles, Methods and Tools, John Wiley & Sons Inc, 2009. 
3. Graham  Richards,  Spin-Outs: Creating  Businesses  from  University  Intellectual  Property, 

Harriman House Publishing, 2009. 
WEB RESOUCES: 

1.           http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital 

2.           https://searchworks.stanford.edu/view/10018248 

3.           https://www.goodreads.com/book/show/18050143-zero-to-one 

4. https://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany 

5. http://www.geoffreyamoore.com/books-by-geoffrey-moore/ 

6. https://onlinelibrary.wiley.com/doi/book/10.1002/9781118258316 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital
http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital
http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital
http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital
http://www.carlotaperez.org/pubs?s=tf&l=en&a=technologicalrevolutionsandfinancialcapital
http://www.goodreads.com/book/show/18050143-zero-to-one
http://www.goodreads.com/book/show/18050143-zero-to-one
http://www.goodreads.com/book/show/18050143-zero-to-one
http://www.goodreads.com/book/show/18050143-zero-to-one
http://www.goodreads.com/book/show/18050143-zero-to-one
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.goodreads.com/book/show/762542.The_Four_Steps_to_the_Epiphany
http://www.geoffreyamoore.com/books-by-geoffrey-moore/
http://www.geoffreyamoore.com/books-by-geoffrey-moore/
http://www.geoffreyamoore.com/books-by-geoffrey-moore/
http://www.geoffreyamoore.com/books-by-geoffrey-moore/
http://www.geoffreyamoore.com/books-by-geoffrey-moore/


 

 

 

23EN401 BUSINESS COMMUNICATION AND VALUE SCIENCE III 3/0/0/3 

 

COURSE OBJECTIVES: 

1. Develop technical writing skills 

2. Introduce students to Self-analysis techniques like SWOT & TOWS 

3. 

Introduce students to key concepts of: 

a) Pluralism & cultural spaces 
b) Cross-cultural Communication 
c) Science of Nation building 
 

MODULE – I: Reunion                                                                                                                               15 

Recap activity on the earlier learning – Summarize the basic principles of SWOT and life positions – Apply 

SWOT in real life scenarios – Pat your back activity – Strength will be written by others -  Create your SWOT 

– SWOT vs TOWS The Balancing act – Group Presentations on what are the strengths they have identified 

to survive in the VUCA world – Recognize how motivation helps real life  - Motivation Stories – YouTube 

videos on Maslow’s Theory- Leverage motivation in real life scenarios – Scenario based activity on identifying 

and leveraging motivation – Present their findings and approaches as groups. Explanation regarding the idea 

of motivation with the help of examples - Identify Pluralism in cultural spaces -Rivers of India – Awareness 

and respect for pluralism in cultural spaces – Differentiate between the different cultures of India – Rhythms 

of India (Cultures in India) 

MODULE – II: Define the Terms                                                                                                                  15  

Global and glocal- Differentiate between global and glocal culture – Debate on Global and glocal impacts – 

Cross-cultural communication – Recognize the implications of cross – cultural communication – Apply cross 

cultural communication – Identify the common mistakes made in cross – cultural communication- Gender 

awareness – Gender awareness campaign – Differentiate between the roles and relations of different genders 

-Quiz Time – Role of Science in nation building – Introduce the topic and discuss the role of scientists and 

mathematics from ancient India – Summarize the role of science in nation building – Role of science post-

independence. 

MODULE – III: Introduction to Technical Writing                                                                                      15 

Basic rules of Technical writing through examples-Identify the best practices of technical writing- Practice 

activity on technical writing -Apply technical writing in real-life scenarios- Assessment on technical writing on 

certain topic- Define AI (Artificial Intelligence) – “Voice of the Future” Activity-Recognize the importance of AI- 

AI in Everyday life- Design your college in the year 2050- debate related to Artificial Intelligence  in the 

presence of an external moderator- Applying technical writing in profession. 

Activities: Apply SWOT in real life scenarios – Motivation in real life – Written Assessment (Role of science 

post-independence), project and group discussion 

 

Total Periods: 45 



 

 

 

 

 

COURSE OUTCOMES  

C401.1 Apply and analyze the basic principles of SWOT and life positions [AP] 

C401.2 
Differentiate between the diverse cultures of India and analyze the cross – 

cultural communication 
[AP] 

C401.3 Understand and apply the concepts of Global and glocal. [C] 

C401.4 
Remember and apply the tools of technical writing and identify the best practices 

of technical writing. 
[R] 

C401.5 Understand Artificial Intelligence and recognize its impact in daily life [U] 

  

TEXT BOOKS: 

1. 
Gerald.J.Alred, Charles T Brusaw, Walter E. Oliu, Handbook of Technical writing, Eleventh 

Edition, 672 pages, Macmillan Learning, 2023. 

2. 
Richards C.Jack with Hull Jonathan and Proctor Susan, “Interchange”, Fifth Edition, 

Cambridge University Press, 2023. 

REFERENCE BOOKS: 

1. 
Sanjay Kumar and Pushp Lata, Communication Skills, Second Edition, Oxford University 

Press, 2015. 

2. Sullivan Jay, “Simply Said: Communicating Better at Work and Beyond”, Wiley, 2016.  

WEB RESOURCES: 

1. https://youtube.com/watch?v=9-NWhwskTO4&feature=share8 

2. https://youtube.com/watch?v=bKPLNZH_si4&feature=share8 

3. https://youtube.com/watch?v=RsK2zrYF4GQ&feature=share8 

4. https://youtube.com/watch?v=dT_D68RJ5T8&feature=youtu.be 

5. https://youtube.com/watch?v=BO7j-X87rM8&feature=share8 

 

 

 

 

 

 



 

 

 

23ITC02  DATA COMMUNICATION AND NETWORKS  
L T P C 

2 0 2 3 

 

COURSE OBJECTIVES 

1. To introduce the students with basics of computer networking like topology, data flow and different 

layering models.  

2. To teach students to understand the components used in the physical layer and their functionalities 

and their impact on network performance. 

3. To equip students with the concepts, functions, and protocols of the Data Link and Network layers. 

4. To train students in implementing the different types of protocols in the Transport layer and their 

roles in data transmission. 

5. To enable students to study advanced protocols in the Application layer and their applications in 

modern networking. 

DATA COMMUNICATION AND PHYSICAL LAYER                                                                               10 

Components of data communication - Data Representation – Data flow - Network Topology - Protocols 

and Standards - Layers in OSI Model -   TCP / IP protocol suite – Repeaters - Hubs – Bridges – Switches 

- Routers and Gateways. Packet switching vs. circuit switching. 

 

DATA LINK LAYER AND NETWORK LAYER                                                                                        10                                                                                                                                    

Data Link Layer: Block Coding - Cyclic Codes – Checksum. Stop-and-Wait ARQ - Go-Back-N ARQ - 

Selective Repeat ARQ. Ethernet – IEEE 802.11 – Bluetooth. IP semantics and syntax - IPv4: Addresses, 

Datagram. IPv6: Addresses - Advantages, Packet Format – Subnetting. Routing: Distance Vector 

Routing – Link State Routing. ARP – RARP – DHCP - ICMP. Internet – Voice and video over IP. Computer 

Networks and the Internet                      

                             

TRANSPORT LAYER AND APPLICATION LAYER                                                                               10                                                

Transport Layer: Elements of transport protocols - Process to Process delivery- UDP - TCP - Congestion 

- Congestion control in TCP. QoS. Marking, Shaping, Policing. 

Application Layer: Domain Name System – Electronic Mail – FTP – WWW - HTTP - SNMP - DDoS 

Attacks and Application layer Attacks - Firewalls.  

Case Study: Software Defined Networking for IoT, Network Troubleshooting with Wireshark 

                                TOTAL PERIODS (Theory): 30 

 

LIST OF EXPERIMENTS 

 

https://courses.cs.duke.edu/fall22/compsci514/internal/slides/lecture07.pptx
https://courses.cs.duke.edu/fall22/compsci514/internal/slides/lecture07.pptx


 

 

1. Demonstrate the working of network tools such as Ping, TCPDump, Traceroute, Netstat. 

2. Build simple LANs, perform basic configurations for switches using simulator 

3. Implement IPv4 and IPv6 addressing schemes and test it with comments  

4. Build Connected LANs different subnets with router and Test performance using simulator 

5. Performance analysis of TCP and UDP protocol using simulator 

6. Performance analysis of routing protocols using simulator 

7. Analyze the network traffic using Wireshark tool/Packet tracer tool. 

8. Write a program on a datagram socket for the client/server to display the messages on the     

                  client side typed at the server-side 

9.       Simulate a wireless network using cisco packet tracer. 

10. Implement email client server in packet tracer 

 

TOTAL PERIODS (Lab): 30 

TOTAL PERIODS: 60 

COURSE OUTCOMES 

CO1 
Summarize the concept of Network basics, OSI and TCP/IP reference 

models and functionalities of each layer in these models. 
[U] 

CO2 
Apply flow control and error control mechanisms using data link layer 

protocols. 
[AP] 

CO3 
Apply the concepts of various routing algorithms and IP addresses to fulfil 

network requirements of an organization. 
[AP] 

CO4 
Develop the reliable/unreliable communication model using various 

Transport Layer Protocols and assess their Quality of service.  
[AP] 

CO5 
Analyse the features and operations of various application layer protocols 

and demonstrate application layer attacks and its countermeasures.  
[AN] 

 

TEXTBOOKS 

1. Behrouz A. Forouzan, Data Communications and Networking with TCP/IP Protocol Suite, 6th 

Edition, Tata McGraw- Hill, 2022. 

2. Andrew S. Tanenbaum, Nick Feamster, David J. Wetherall, Computer Networks, 6th Edition, 

Pearson, 2021. 

3. Andrei Gurtov, Madhusanka Liyanage, Mika Ylianttila, Software Defined Mobile Networks 

(SDMN) Beyond LTE Network Architecture, Wiley, 2021 

4. J.F. Kurose, K.W. Ross, Computer Networking: a Top-Down Approach (8th ed.), Pearson, 

2020. 

REFERENCE BOOKS 

1. Peterson & Davie, "Computer Networks, A Systems Approach", 6th Edition, Elsevier, 2021. 

2. William Stallings, “Data and Computer Communications”, 10 th Edition, PHI, 2017.  

3.    Xingqin Lin, Namyoon Lee 5G and Beyond Fundamentals and Standards, Springer,  2021 

 



 

 

WEB RESOURCES 

1. https://www.geeksforgeeks.org/network-and-communication/ 

2. https://www.britannica.com/science/computer-science/Networking-and-communication 

3. https://www.ibm.com/docs/en/aix/7.2?topic=management-network-communication-concepts 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

23CY202 OPERATING SYSTEMS 
L T P C 

3 0 2 4 

 

COURSE OBJECTIVES 

1. To understand the structure and functions of Operating System. 

2. To familiarize the OS mechanisms to handle processes and threads. 

3. To acquire the knowledge in CPU scheduling policies, synchronization techniques and deadlock 

handling. 

4. To articulate Memory management schemes. 

5.To explore the device Management, I/O and File systems concepts. 

 

INTRODUCTION                                      15 

Defining Operating Systems - User view - System view - Computer-System organization - Computer 

System Architecture - Operating System Operations - Resource Management - Virtualization - Computing 

Environments - OS Services - System Calls - Overview of Operating System Specific applications - OS 

Structures - System Boot. Process: Concept - Scheduling – Operations. Thread: Overview - Multicore 

Programming - Multithreading Models.   

PROCESS & MEMORY MANAGEMENT                                    15 

CPU Scheduling - Process Synchronization: Synchronization Tools - Classic Problems of Synchronization 

– Deadlocks: System Model- Deadlock in Multithreaded Applications - Deadlock Characterization - 

Methods for Handling Deadlocks - Prevention - Avoidance -Detection – Recovery.  Main memory: 

Background - Contiguous Memory Allocation – Paging - Structure of the Page Table – Swapping. Virtual 

memory - Background - Demand Paging - Copy-on-Write- Page Replacement - Allocation of Frames - 

Thrashing - Memory Compression. 

FILE MANAGEMENT, I/O AND STORAGE                            15 

File-System Interface: File concept - Access methods-Directory Structure - Protection. File System 

Implementation: File System Structure- Directory implementation- Allocation Methods- Free Space 

Management. File system Internals: File Systems - File System mounting - Partitions and Mounting - File 

Sharing. I/O Systems: Overview - I/O Hardware. Mass Storage Structure: Overview - HDD Scheduling - 

NVM Scheduling - Storage Device Management - Storage Attachment. Case Study: NAND flash storage 

system, IPC in windows. 

                                                                   

 

TOTAL (Theory): 45 PERIODS 

 

 

LIST OF EXPERIMENTS 



 

 

 

1. Study of basic Linux commands, proc file system of Linux, disk I/O, buffer caches, and disk   

      monitoring tools. 

2. Implementation of shell programming. 

3. Implementation of Unix system calls. 

4. Implementation of non-preemptive and preemptive CPU scheduling algorithms. 

5. Implementation of the Dining Philosopher’s Problem to demonstrate process synchronization. 

6. Implementation of Banker’s Algorithm for deadlock avoidance. 

7. Implementation of memory allocation and management techniques. 

8. Implementation of page replacement techniques. 

9. Implementation of file organization techniques and a study on modern file systems like ZFS, btrfs,     

      and ext4. 

10. Implementation of disk scheduling algorithms and comparison of CPU and disk scheduling    

      algorithms in terms of the number of voluntary and involuntary context switches. 

 

TOTAL (Lab): 30 PERIODS 

TOTAL: 75 PERIODS 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 

 

C202.1 Review the basic concepts and functions of operating systems.  [U] 

C202.2 
Interpret the processes and threads in operating systems for real world 

problems.  
[U] 

C202.3 
Examine CPU scheduling algorithms, process synchronization 

mechanisms and deadlock handling methods. 
[AP] 

C202.4 
Practice memory management techniques including virtual memory and 

page replacement algorithms. 
[AP] 

C202.5 Illustrate the concepts related to mass storage, I/O and file system.  [AP] 

 

TEXTBOOKS 

1. Abraham Silberschatz, Peter B. Galvin, Greg Gagne, “Operating System Concepts” 10th Edition, John 

Wiley, 2018. 

2.D.M Dhamdhere, “Operating Systems”- A Concept based Approach, 3rdEdition, McGraw Hill,2017. 

3.William Stallings, "Operating Systems: Internals and Design Principles", 9th Edition, Pearson, 2018. 

 

REFERENCE BOOKS 

1.Andrew S. Tanenbaum, Modern Operating Systems 5thEdition, Pearson Education, 2016.  

2.Gary Nutt, "Operating Systems: A Modern Perspective", 3rd Edition, Pearson, 2004. 



 

 

3.Remzi H. Arpaci-Dusseau, Andrea C. Arpaci-Dusseau, "Operating Systems: Three Easy Pieces", 1st 

Edition, Arpaci-Dusseau Books, 2018. 

 

WEB RESOURCES 

1.https://nptel.ac.in/courses/106108101 

2.https://www.studocu.com/sg/course/nanyang-technological-university/operating-systems/1390534 

3.https://www.cs.uic.edu/~jbell/CourseNotes/OperatingSystems/ 

4.https://ocw.mit.edu/courses/6-828-operating-system-engineering-fall-2012/ 

https://nptel.ac.in/courses/106108101
https://www.studocu.com/sg/course/nanyang-technological-university/operating-systems/1390534


 

 

 

23CB403 SOFTWARE ENGINEERING 3/0/2/4 

 

 

COURSE OBJECTIVES: 

1. To gain knowledge of basic software engineering methods and practices, and their appropriate 
application. 

2. To describe software engineering layered technology and Process frame work. 

3. To identify the approaches to verification and validation using static and dynamic testing for 
software measurement and software risks. 

4. To apply white box test coverage criteria such as code coverage, condition coverage, and 
branch coverage to assess test effectiveness. 

5. To understand the concept of inspection and its role in ensuring software quality and reliability. 

 

MODULE I: Introduction              15  

Programming in the small vs. programming in the large; software project failures and importance of software 

quality and timely availability; engineering approach to software development; role of software engineering 

towards successful execution of large software projects; emergence of software engineering as a discipline. 

Software Project Management: Basic concepts of life cycle models - different models and milestones; 

software project planning -identification of activities and resources; concepts of feasibility study; techniques 

for estimation of schedule and effort; software cost estimation models and concepts of software 

engineering economics; techniques of software project control and reporting; introduction to measurement 

of software size; introduction to the concepts of risk and its mitigation; configuration management. Agile 

Concepts, Introduction to Green Software Engineering. 

 
MODULE II: Software Quality and Reliability           15 

Internal and external qualities; process and product quality; principles to achieve software quality; 

introduction to different software quality models like McCall, Boehm, FURPS / FURPS+, Dromey, ISO - 

9126; introduction to Capability Maturity Models (CMM and CMMI); introduction to software reliability, 

reliability models and estimation. Software Requirements Analysis, Design and Construction: 

Introduction to Software Requirements Specifications (SRS); techniques for requirement modeling - 

decision tables, event tables, state transition tables, Petri nets; requirements documentation through use 

cases; introduction to UML, introduction to software metrics and metrics-based control methods; measures 

of code and design quality. Agile Software Quality:: Agile Quality Practices, Agile Metrics, Agile 

Requirement Engineering, Agile Methodologies 

 
MODULE Ill: Object Oriented Analysis, Design and Construction             15 

Concepts -- the principles of abstraction, modularity, specification, encapsulation and information hiding; 

concepts of abstract data type; Class Responsibility Collaborator (CRC) model; quality of design; design 

measurements; concepts of design patterns; Refactoring; object-oriented construction principles; object-

oriented metrics. Software Testing: Introduction to faults and failures; basic testing concepts; concepts of 

verification and validation; black box and white box tests; white box test coverage - code coverage, condition 

coverage, branch coverage; basic concepts of black-box tests equivalence classes, boundary value tests, 

usage of state tables; testing use cases; transaction-based testing; testing for non-functional requirements 

- volume, performance and efficiency; concepts of inspection.  

                                                                                                                         Total Periods: 45 

 



 

 

LAB EXERCISES: 

 
Prepare the following documents for any one of the experiments and develop the software using software 

engineering methodology. 

• Problem Analysis and Project Planning Thorough study of the problem 
• Identify project scope, Objectives, infrastructure 
• Software Requirement Analysis Describe the individual Phases/ modules of the project, 
ldentifydeliverables. 
• Data Modelling Use work products - data dictionary, use case diagrams and activity 
diagrams, buildand test class diagrams, sequence diagrams and add interface to class diagrams. 
• Software Development and Debugging 
• Software Testing Prepare test plan, perform validation testing, 
coverage analysis, memory leaks, develop test case hierarchy, Site check and 
site 
monitor 
• Understand a given business scenario and identify product backlog, user 
stories andsprint tasks 
 
1. Course Registration System 

2. Quiz System 
3. Online ticket reservation system 

4. Remote computer monitoring 

5. Student marks analyzing system 

6. Expert system to prescribe the medicines for the given symptoms 

7. ATM system 

8. Platform assignment system for the trains in a railway station 

9. Stock maintenance. 
Total Periods: 30 

COURSE OUTCOMES  

  C403.1 Recall software engineering principles and methodologies [R] 

C403.2 Explain project management and process improvement activities [U] 

C403.3 
Analyze the user requirements and design an application using software engineering 

concepts 

[A] 

C403.4 Develop efficient, reliable, robust and cost-effective software solutions [AP] 

C403.5 Reframe the applications by testing and debugging [E] 

TEXT BOOKS: 

1. Ian Sommerville, Software Engineering, Addison-Wesley, 2023. 

2. Ivar Jacobson, Object Oriented Software Engineering: A Use Case Driven Approach, ACM 
Press, 

2023. 
REFERENCE BOOKS: 

1. Carlo Ghezzi, Jazayeri Mehdi, Mandrioli Dino, Fundamentals of Software Engineering, 2nd 
Edition, 

Pearson,2002. 

2. A Lexicon of Practice, Principles and Prejudices, Michael Jackson, Software Requirements and 
Specification, 1stEdition, 1995. 

3. Ivar Jacobson, Grady Booch, James Rumbaugh, The Unified Development Process, Addison 
Wesley, 1999. 

4. Erich Gamma, Richard Helm, Ralph Johnson, John Vlissides, Design Patterns: Elements of 
Object­ 

Oriented Reusable Software, 1st Edition, Addison Wesley, 1994. 



 

 

5. Norman E. Fenton, Shari Lawrence Pfleeger, "Software Metrics: A Rigorous and Practical 

Approach", 2nd Edition, International Thomson Computer Press, 1997. 

WEB RESOUCES: 

1. http://www.site.uottawa.ca/school/research/lloseng/weblinks.html 

2. https://www.geeksforgeeks.org/software-engineering/ 

3. http://www.rspa.com/index.html 

4. https://nptel.ac.in/courses 

5. https://cosmolearning.org 
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23ME305 DESIGN THINKING AND IDEA LAB 
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0 0 2 1 

 

COURSE OBJECTIVES 

1. To accelerate development of indigenous products in line with the “Make in India” 

campaign. 

2. To encourage aspiring engineers to actualize their ideas under one roof. 

3. To impart multidisciplinary education to all students to promote innovation and product 

development. 

4. To promote experiential learning and entrepreneur skills. 

 

COURSE CONTENTS 

DESIGN THINKING  

Design Thinking: Definition, Need and Objective, Concepts and Brainstorming, Stages – 

Empathize, Define, Ideate, Prototype, Test. Practical Examples of Customer Challenges, 

Alignment of Customer Expectations with Product Design - Feedback, Re-Design and Re-

Create. 

INTRODUCTION TO TOOLS AND EQUIPMENT 

Introduction to Hand Tools and Power Tools - 3-axis CNC routing, basic turning, milling, drilling 

and grinding operations, Laser cutting, Laser engraving etc. 

 

Basic 2D and 3D designing using CAD tools such as FreeCAD, Sketchup, Prusa Slicer, 

FlatCAM, Inkspace and OpenBSP - 2D and 3D structures for prototype building using CNC 

machine - Basic welding and other joining techniques for assembly - Basics of 3D scanning, 

Point cloud data generation for reverse engineering. 

 

Exposure to PCB prototype fabrication - Familiarity and use of soldering and de-soldering 

equipment - Usage of Arduino, Raspberry Pi and BeagleBone. 

 

EXPERIMENTAL LEARNING 

 

1. 2D profile cutting of press fit box / casing in acrylic (3 or 6 mm thickness) / polymer / 

cardboard / MDF (2 mm thickness) board using laser cutter and engraver. 

2. Machine 3D geometry on soft material such as soft wood using CNC router. 

3. Fabricate products like trusses using cutting and welding tools. 

4. 3D printing of scanned geometry using FDM or SLA printer. 

5. Designing a suitable PCB layout, fabrication and testing of the circuit. 



 

 

6. Assemble and disassemble electronic components on a PCB using soldering and de-

soldering equipment. 

7. Embedded programming using Arduino, Raspberry Pi and BeagleBone. 

 

DESIGN THINKING PROJECT 

1. Design and implementation of a capstone project.  

 

TOTAL PERIODS: 30 

COURSE OUTCOMES 

Upon completion of the course, students shall have ability to 

CO1 Recall the basic concepts of Design Thinking. [U] 

CO2 Use the equipment, tools and inventories associated with Design Thinking 

Laboratory. 
[Ap] 

CO3 Perform fundamental fabrication operation using hand tools, power tools, 

welding equipment, laser cutter and engraver. 
[AP] 

CO4 Perform fundamental electrical and electronic circuit design using PCB 

machine. 
[Ap] 

CO5 Develop innovative products by implementing the design thinking approach  [C] 

 

TEXT BOOKS 

1. Veeranna D.K, “Workshop / Manufacturing Practices (with Lab Manual)”, AICTE’s 

Prescribed Textbook, Khanna Book Publishing, 2022. 

2. E. Balaguruswamy, “Design Thinking: A Beginner's Perspective”, McGraw-Hill 

Education, 2024. 

3. Anuja Agarwal, “Design Thinking: A Framework for Applying Design Thinking in 

Problem Solving”, Cengage India, 2024. 

 

REFERENCE BOOKS 

1. Lal, D. M., “Design Thinking- Beyond the Sticky Notes”, Sage Publications India Pvt. 

Ltd., 2021. 

2. Kaushik Kumar and Muralidhar Kurni, “Design Thinking: A Forefront Insight”, CRC 

Press, 2023. 

3. Panke, S., “Design Thinking in Education: Perspectives, Opportunities and 

Challenges”, Open Education Studies, 2021. 

 

WEB RESOURCES 

1. https://fab-coep.vlabs.ac.in/List%20of%20experiments.html 

https://fab-coep.vlabs.ac.in/List%20of%20experiments.html


 

 

2. https://www.innovationtraining.org/how-to-use-design-thinking-to-design-an-

innovation-lab/ 

3. https://www.erdster.co.in/design-thinking-lab.html 

4. https://www.coursera.org/learn/uva-darden-design-thinking-innovation 
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23CS304 
FRONTEND FRAMEWORKS 

 
L T P C 
0 0 4 2 

 

COURSE OBJECTIVES 
1. Provide a quick refresher on core JavaScript concepts essential for React. 
2. Explore the fundamental and advanced concepts of React, including component-based 
architecture and state management. 
3. Implement dynamic and responsive web applications using React's best practices. 
4. Introduce practical techniques like HTTP requests, form handling, routing, and lazy 
loading. 
5. Enable learners to build scalable, real-world projects with React and backend 
integration. 
 
CORE JAVASCRIPT & REACT FUNDAMENTALS                                                                      5         

 JavaScript refresher covering Variables (var, let, const), Operators, and Control Flow. Functions 

including Callback Functions, Arrow Functions, Promises, and Async/Await. JavaScript Objects and 
Arrays with ES6+ Features such as Destructuring, Spread/Rest Operators, and Template Literals. Error 
Handling using Try-Catch and Debugging with Developer Tools. Modern JavaScript Features including 
Modules (import/export), Classes, and Closures. Introduction to React covering Core Concepts, Virtual 
DOM, and React Ecosystem. Setting up a React Development Environment using npm and create-
react-app. JSX and React Components including Functional and Class-based Components, along with 
Props and Dynamic Rendering.                                           

STATE MANAGEMENT, EVENT HANDLING & ROUTING                                                           5     

Understanding React State and State Manipulation using the useState Hook and Class-based State. 
Event Handling in React including User Inputs, Events, and Form Handling. React Forms covering 
Controlled and Uncontrolled Components with Form Validation. Component Lifecycle Methods 
including Mounting, Updating, and Unmounting Phases. Advanced Hooks such as useEffect, 
useContext, and Custom Hooks. React Router for Navigation including Setting Up Routing, Nested 
Routes, and Navigation Strategies in SPAs. 

ADVANCED REACT CONCEPTS, API INTEGRATION & 
OPTIMIZATION                                                                                                                                  5    
                                                                                         

 State Management with Redux for handling complex state efficiently. Fetching and Posting Data using 

Fetch API or Axios for REST API integration, including API Response Handling and Error Management. 
Performance Optimization using Lazy Loading and Code Splitting. Working with Environment Variables 
using .env Files and Configuration Management. End-to-End Integration of React with Backend APIs. 
Unit Testing in React and Implementing Continuous Integration and Deployment (CI/CD) strategies       



 

 

List of Experiments:  

1 Create basic JavaScript functions, objects, and arrays with ES6+ features. 

2 Build a simple SPA with React functional components and props. 

3 Implement dynamic list rendering and conditional rendering in React. 

4 Handle user input and form validation in a React app. 

5 Manage component state using the useState hook and class-based state. 

6 Work with React lifecycle methods and implement useEffect for side effects. 

7 Implement routing and navigation using React Router. 

8 Configure lazy loading and optimize app performance. 

9 Fetch and display data from a REST API using Axios/Fetch API in React. 

                                                                                                    Total Periods:   15 + 15 = 30 

 

COURSE OUTCOMES 
Upon completion of the course, students shall have ability to 
CO1 Apply key JavaScript concepts (objects, functions, and asynchronous 

operations) in React development. 
[U] 

CO2 Develop React applications with component-based architecture, props, and 
state management. 

[AP] 

CO3 Implement advanced React concepts, including lifecycle methods, forms, event 
handling, and hooks. 

[AP] 

CO4 Integrate React with REST APIs and optimize app performance with lazy 
loading. 

[AN] 

CO5 Build Single Page Applications (SPAs) using React Router and implement 
navigation and routing strategies [AP] 

TEXTBOOKS 
1. Ethan Brown, Learning JavaScript: JavaScript Essentials for Modern Application 

Development, 2nd Edition, O'Reilly Media, 2020. 
2. Robin Wieruch, The Road to React: Your Journey to Master React.js in JavaScript, 

Leanpub, 2023. 

3. Alex Banks & Eve Porcello, Learning React: Modern Patterns for Developing React Apps, 
3rd Edition, O'Reilly Media, 2023. 

4. Mark Tielens Thomas, React in Action, Manning Publications, 2018. 

REFERENCE BOOKS 
1.  David Flanagan, JavaScript: The Definitive Guide, 7th Edition, O'Reilly Media, 2020. 

154586112.  Axel Rauschmayer, JavaScript for Impatient Programmers, 2nd Edition, O’Reilly 
Media, 2020. 

154586160.  Kent C. Dodds, Testing JavaScript Applications, Pragmatic Programmers, 2021. 

154586208.  Adam Freeman, Pro React 16, 2nd Edition, Apress, 2019. 

WEB RESOUCES 
1. https://reactjs.org/docs/getting-started.html 

2. https://javascript.info/ 

https://javascript.info/


 

 

3. https://developer.mozilla.org/en-US/docs/Web/JavaScript 

4. https://redux.js.org/introduction/getting-started 
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COURSE OBJECTIVES 

1. Introduce core web service concepts, including server communication and JSON/XML 

handling. 

2. Understand Spring Framework basics, IoC, DI, and REST API layers using Spring 

Boot. 

3. Explore ORM concepts with Hibernate, including Architecture, JPA, Generator class, 

Dialects, Mapping, and Transaction Management. 

4. Analyze database normalization concepts, referential integrity, and advanced JPA 

mapping. 

5. Develop expertise in HQL, HCQL, and CRUD operations using Hibernate and JPA. 

Module 1: Web Services,Tomcat Server, and Spring Boot Basics                                                                                    

                                                                                                                                                5 

Introduction to Web Services: Client-Server Communication, HTTP Protocol, JSON, and XML. 

Overview of Tomcat Server: Setup, Configuration, and Deployment of Web Applications. 

Introduction to Servlets: Servlet API, Lifecycle, and Handling HTTP Requests. Spring 

Framework Basics: Understanding IoC (Inversion of Control), Dependency Injection (DI), and 

Autowiring. Spring Boot Architecture: Setting up a Spring Boot Project, Layers in REST APIs, 

and Handling HTTP Responses. Exception Handling and Validation: Implementing Custom 

Exceptions, Validation Techniques, and HTTP Status Codes. Performing CRUD Operations: 

Working with Collections and Managing Data in Spring Boot. 

Module 2: Hibernate ORM, JPA, and Database Management                                               5 

Introduction to Hibernate ORM: Understanding Object-Relational Mapping, Hibernate 

Architecture, and JPA Overview. Hibernate Setup and Configuration: Generator Classes, 

Dialects, and Entity Relationships. Hibernate Mapping: Implementing One-to-One, One-to-

Many, and Many-to-Many Relationships with Annotations. Transaction Management: 

Handling Database Transactions, Hibernate Query Language (HQL), and Hibernate Criteria 

Query Language (HCQL). Database Normalization: RDBMS Concepts, Referential Integrity 

Constraints, and Normalization up to 3NF. JPA Mapping in Spring Boot: Establishing Entity 

Relationships, Query Optimization, and Data Persistence with CRUD Operations. 

Module 3: Advanced JPA Mapping, Spring Security, and Authentication                               5 



 

 

Advanced JPA Mapping: Handling Complex Entity Relationships, Many-to-Many Mapping, and 

Debugging Spring Boot Applications. Introduction to Spring Security: Implementing Basic 

Authentication, Role-based Access Control, and Authorization. Securing APIs with JWT 

Authentication: Token Generation, User Authentication, and Protecting Endpoints. Enhancing 

Security in Spring Boot Applications: Managing Authentication Tokens, Enforcing Secure Data 

Access, and Securing REST Endpoints. 

TEXTBOOKS 

1. Herbert Schildt, Java: The Complete Reference, 11th Edition, McGraw-Hill     

      Education, 2019. 

2. Craig Walls, Spring in Action, 5th Edition, Manning Publications, 2018 

3. Effective Java by Joshua Bloch (3rd Edition, 2018) 

 

REFERENCE BOOKS 

1. Rod Johnson, Expert One-on-One J2EE Design and Development, Wrox Press,   

      2004. 

Course Outcomes 

1. Understand client-server communication and deploy web services using Tomcat.                 U 

2. Implement REST APIs with Spring Boot, handle exceptions, and validate requests.              AP 

3. Utilize ORM tools like Hibernate for database interaction, including JPA, Dialects, HQL,  

      and HCQL.                                                                                                                               AP 

4. Develop relational databases and implement various mappings in Spring Boot JPA.             AP 

5. Apply Spring Boot applications for authentication, authorization, and JWT tokens.                 AP 

   

 

List of Experiments:  

1 Develop and deploy a simple servlet using Tomcat Server. 

2 Implement CRUD operations using Spring Boot and REST APIs. 

3 Configure and perform Dependency Injection and IoC using Spring Framework. 

4 Implement Hibernate configurations, generator classes, annotations, and CRUD 

operations. 

5 Perform JPA mapping with normalization (1NF, 2NF, and 3NF). 

6 Create Many-to-Many relationships and test associations in Spring Boot. 

7 Implement basic security controls and JWT token-based authentication in Spring Boot. 

8 Use HQL and HCQL to perform advanced data querying with Hibernate. 
 

  

   



 

 

2. Gavin King, Hibernate in Action, Manning Publications, 2005. 

3. Subrahmanyam Allamaraju, RESTful Java Web Services, 2nd Edition, O'Reilly    

            Media, 2010. 
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